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WHISTLEBLOWING POLICY
IMPLEMENTATION AND
PROTECTION HR GUIDE



Whistleblowing is one of the most powerful tools available to promote
accountability, integrity, and transparency within organisations. It serves as an
internal safeguard against corruption, fraud, abuse of power, and unethical
practices. Encouraging employees to speak up when they witness wrongdoing not
only helps protect the organisation from reputational and financial damage but
also reinforces a culture of honesty and responsibility.
However, whistleblowing can be deeply personal and risky. Those who come
forward often do so at great personal cost, facing social isolation, retaliation, and
damage to their careers. For this reason, organisations must move beyond simply
having a whistleblowing policy—they must actively create an enabling environment
where employees feel safe, respected, and supported when they raise concerns.

INTRODUCTION

This guide provides practical direction for implementing and managing a whistleblowing policy in a way
that prioritises both procedural integrity and human dignity. It draws on South African experiences,
particularly those of the South African Revenue Service (SARS) and the National Lotteries Commission
(NLC), which underwent reparations processes following serious governance failures during the era of
State Capture. These cases illustrate how institutional ethics can erode, but also how transparent and
empathetic restoration processes can rebuild trust, dignity, and accountability.



For a whistleblowing policy to succeed, employees must first be aware of its existence and understand their rights
and obligations under it. Awareness is not achieved through a single announcement but through ongoing
communication and education. The organisation’s leadership, Human Resources (HR), and Compliance teams
must ensure that every employee—whether new or long-serving—knows what the whistleblowing policy covers,
how to raise a concern, and what protections are available under the Protected Disclosures Act (PDA).

CREATING AWARENESS AND BUILDING A CULTURE OF INTEGRITY

Awareness can be built through induction sessions,
refresher training, digital campaigns, and ongoing
discussions about ethics during team meetings.
Information about whistleblowing channels should be
clearly displayed on the company intranet, notice
boards, and employee handbooks. Signage and
communication materials should be concise,
accessible, and available in multiple languages if
needed.

Experience shows that many employees remain
unaware of how to report wrongdoing or fear that
reporting may lead to retaliation. Organisations must
therefore foster a culture where speaking up is seen not
as disloyalty but as an act of integrity that supports the
organisation’s long-term health. Senior leaders play an
essential role in shaping this culture; their visible
commitment to ethical conduct and their willingness to
listen set the tone for the rest of the organisation.

Employees should also be advised on practical aspects of whistleblowing security. They should avoid using work
devices, such as company computers or email systems, when making disclosures, as these may be monitored.
Instead, safe, encrypted alternatives should be provided to ensure privacy and security. Furthermore, organisations
must take steps to ensure all company devices, communication systems, and data storage platforms are properly
encrypted to safeguard information integrity and prevent data breaches.



Trust is at the heart of any effective whistleblowing mechanism. Without it, even the best-designed systems will fail
because employees will not use them. Organisations must ensure that there are multiple, clearly defined, and
well-publicised avenues through which employees can make disclosures. These should include both internal and
independent reporting options, ensuring accessibility to all employees regardless of rank, location, or department
.
The credibility of these channels depends on how they are managed. Employees must have confidence that
disclosures will be treated seriously, handled confidentially, and investigated fairly. Reporting mechanisms should
therefore be managed by individuals or bodies who are independent of line management structures and
adequately trained in ethics, data protection, and investigative procedures.

BUILDING TRUST THROUGH ACCESSIBLE REPORTING CHANNELS

While the Protected Disclosures Act does not guarantee full anonymity, best practice dictates that organisations
protect the identity of whistleblowers as far as possible. Anonymous reporting systems can be established through
secure web-based portals or confidential hotlines, potentially managed by an independent third party. In this
regard, innovative civic technology tools, such as those referenced by Dr. Simpiwe Mayisela, can be used to facilitate
safe and anonymised reporting.

The existence of these channels must be clearly communicated across the
organisation. Employees should know that reporting misconduct through the
prescribed channels will not only be taken seriously but also that they will be
shielded from victimisation or any form of retaliation. Visible assurance and
follow-through are essential to building confidence in the system.



Confidentiality is a central pillar of whistleblowing protection. Once a disclosure is made, the organisation
assumes a legal and ethical duty to protect the identity and information of the whistleblower. Access to case details
should be strictly controlled and limited to authorised personnel directly involved in the management or
investigation of the disclosure. The use of secure communication systems, encryption, and password protection is
non-negotiable.

Employees who handle disclosures must be trained in confidentiality protocols and data protection legislation,
including South Africa’s Protection of Personal Information Act (POPIA). Any breach of confidentiality should be
treated as a serious disciplinary matter.

SAFEGUARDING CONFIDENTIALITY, ANONYMITY, AND DATA PROTECTION

While anonymity may not always be possible in the course
of an investigation, every effort must be made to shield
the identity of the whistleblower from unnecessary
exposure. Where the individual’s identity must be
disclosed to advance the investigation, their consent
should be sought, and they should be informed of the
potential implications. Maintaining this trust is crucial to
ensuring ongoing cooperation and the integrity of the
process.



Implementing a whistleblowing framework is a shared responsibility that requires coordination across
departments. Human Resources is often the central custodian of the whistleblowing policy, responsible for
ensuring that staff are informed, supported, and protected. HR must take the lead in embedding the policy
into organisational culture, ensuring that all managers understand their obligations and that any form of
retaliation or intimidation is swiftly addressed. 

The Legal Department must ensure that all procedures align with relevant legislation, including the
Protected Disclosures Act, the Labour Relations Act, and the Public Finance Management Act (PFMA)
where applicable. Legal advisors also play a vital role in assessing the admissibility of disclosures, guiding
investigations, and mitigating legal risks.

DEFINING ROLES AND INSTITUTIONAL RESPONSIBILITIES

Leadership involvement is paramount. Senior managers must visibly support whistleblowing initiatives
and demonstrate zero tolerance for unethical behaviour. When employees see that ethical conduct is
upheld at the highest levels, confidence in the whistleblowing system strengthens.

The Compliance function ensures that all reported cases are handled according to
established procedures and that outcomes are documented transparently.
Compliance officers also coordinate with Internal Audit to review the effectiveness
of the policy and to identify systemic weaknesses that may require correction.
Internal Audit, in turn, provides independent oversight and ensures that the
whistleblowing system operates with integrity, impartiality, and consistency.



Education is critical to ensuring that the whistleblowing system functions effectively. Training should not only
explain the procedural aspects of the policy but also cultivate empathy, ethical judgment, and cultural sensitivity.
Employees at all levels should understand what constitutes misconduct, how to report it, and what happens after a
report is made. Managers, in particular, should be trained to respond appropriately when an employee approaches
them with a concern.

TRAINING AND CAPACITY BUILDING

Training should also cover the psychological
realities of whistleblowing. Whistleblowers often
experience fear, anxiety, and isolation after coming
forward. Sensitising managers and colleagues to
these dynamics can help create a more supportive
environment. Where possible, counselling and
mental health resources should be offered as part
of the organisation’s employee support system.

Raymond Joseph’s insights into the reparations
processes at SARS and the NLC highlight that ethics
and institutional healing require more than legal
compliance. They demand empathy and
acknowledgment. Rebuilding trust after corruption or
ethical breaches depends on recognising the human
cost of wrongdoing—both to those who report and to
those who suffer under corrupt systems. 

Training must therefore equip employees not only with procedural knowledge but with the moral conviction to
uphold integrity even in difficult circumstances.



Proper documentation of whistleblowing cases is essential for accountability and learning. Every disclosure should
be logged, and records should capture the nature of the complaint, the timeline of events, the steps taken during
the investigation, and the final outcome. These records should be securely stored in compliance with data
protection laws and accessible only to authorised personnel.

DOCUMENTATION, RECORD-KEEPING, AND TRANSPARENCY

Documentation serves multiple purposes. It provides an evidence trail in
the event of future disputes or audits, facilitates learning by identifying
recurring patterns of misconduct, and helps measure the effectiveness of
the whistleblowing system. Transparency in reporting—such as annual
anonymised summaries of whistleblowing activity—can also reinforce
trust by showing that disclosures are taken seriously and that the system
produces real outcomes.



Protection must extend beyond legal compliance. Whistleblowers often experience professional and emotional
hardship after coming forward. HR should therefore take proactive steps to provide ongoing support. This includes
access to legal advice, psychological counselling, and, if necessary, career protection measures such as
redeployment or anonymity in official communications.

SUPPORTING THE WHISTLEBLOWER: A HUMAN-CENTRED APPROACH

SARS’s reparations process offers a valuable example of
holistic support. The organisation provided not only
financial compensation but also counselling, career
restoration, and medical assistance for those affected by
State Capture. This approach recognised that genuine
repair requires addressing both financial loss and
emotional harm. By contrast, the NLC’s slower and less
transparent reparations process highlights the risks of
failing to act swiftly and empathetically. When
organisations delay or handle disclosures poorly, they
erode trust and discourage future whistleblowing.

Support should therefore be ongoing, extending beyond the conclusion of investigations. Whistleblowers should be
regularly consulted to ensure that they feel safe and supported, and their reintegration into the workplace should
be handled sensitively and respectfully.



No whistleblowing policy is static. It must evolve in response to experience, changing risks, and organisational
growth. Periodic reviews and audits are essential to assess how effectively the policy is functioning. Key
performance indicators may include the number and nature of disclosures, the time taken to resolve cases, the
outcomes of investigations, and employee perceptions of fairness and trust in the system.

EVALUATION, AUDIT, AND CONTINUOUS IMPROVEMENT

These evaluations should not be perfunctory. They
must be transparent, involve staff feedback, and
result in tangible improvements. Regular reporting
to leadership and, where appropriate, external
stakeholders, enhances accountability and
demonstrates that whistleblowing is treated as a
serious governance matter.

The lessons from the NLC’s experience remind us
that delays and opacity undermine credibility.
Organisations must therefore handle reparations,
investigations, and communication with urgency,
transparency, and empathy. Continuous improvement
of whistleblowing systems ensures that they remain
relevant, effective, and trusted.



Retaliation remains one of the greatest deterrents to whistleblowing. It can manifest in overt forms such as
dismissal or demotion, or in subtle behaviours such as exclusion, ostracism, and damage to reputation. HR must
take responsibility for monitoring and preventing such behaviour. This requires regular follow-ups with
whistleblowers, confidential reporting of reprisals, and active oversight by ethics or compliance committees.

MONITORING RETALIATION AND ENSURING AFTERCARE

Organisations should also establish mechanisms
for employees to report retaliation independently,
ensuring swift intervention when such behaviour is
detected. Aftercare is equally important. Even after
a case is closed, whistleblowers should have access
to continued support and dialogue. A culture of care
reinforces that the organisation values their
courage and recognises their contribution to
institutional integrity.



Whistleblowing systems represent the ethical heartbeat of any institution. When designed and implemented with
care, they safeguard employees, strengthen governance, and preserve organisational integrity. Yet, the true
measure of success lies not in the number of policies written but in the trust that employees place in them.

Rebuilding trust after ethical failure, as seen in the SARS and NLC cases, requires a combination of procedural
rigour, empathetic leadership, and meaningful support for those who speak out. Whistleblowing must be reframed
as an act of loyalty—a commitment to the organisation’s highest values, not a betrayal of them.

CONCLUSION

Ultimately, protecting whistleblowers is about affirming the organisation’s commitment to
justice and human dignity. When employees feel confident that their voices will be heard and
that their safety will be protected, the organisation moves closer to a culture of openness,
accountability, and resilience. In such an environment, integrity becomes not merely a
compliance requirement but a shared moral standard that guides every decision and action.
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